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One element of the Defense-in-Depth  slrategy is the use of a common. intepared  DoD
PKI to enable se.cutity  servkes  at multiple levels of ~sur;tflce.  The  DctD PIU.  in the contexr c?f
t.re Defmse-m-Depth  strategy. will provtde a solid ioundarion  for LA capabliities  xmss the
Depxtment.  The: goal of this DoD-wide infr=Lwctore is to pravkde  general-purpose PKI
scrxes  (e.g..  issuance and managcnrcnt of ce.rtifkates  and resonation  lists in s;l/ppn  of Jig:rai
signature and encryptiorr  services to a broad range of applications. at levels of as~ur;cnce
+zr;nsistent wit.h operational  impeAves. The Department must t&e an agl;rcssive  approach ir,
acquiring and using a PKI that meets  our requiremenrs  for ail Ljr senkcs.  This plicy
enccuragcs widespread USC of public key-enabled applications and provides  specific  guidelines
fx appiying  PKI sen  ices ;hroughout  rhe  Department.



. Deployment of PM  Registration capability. Currenrly  rbe-te  x-e  TWO  ptimary PKI
effat~s  wlthin the EMI: the FOR=-bared PKI (the near-term solction  for Ckss
4) and the Ckxsss  3 {formerly Me&on: Assurances PM The Depariment  pians  to
kverage  rhesc  tw:o effons  and migrate them to the ranger PKI as defined in the DOD
PKf Roadmap.  However. in order to begin mecrmg  DoEI L4 objexrivcs  on a
widespRead  bassls,  and achieve intcrqerablc  public key cpptography  wtlin the
Department as scan as passible,  every DOD  organiatian must  deplov  the n@stratian
capability  (i e’.,  trained persormel  and installed softxvareJ+harduSate  for  regismlion
op-attons)  for each of these PIUS.  Every IkD  organization mist deploy an
infrastructure having rhe  capabifiry to issue wt&cates  from  the Class 3 PKJ ICI  each
member of the orgarxiution,  in accordance with the DCJD  Certificatcz  Policy. by
October INK?. DOD cnrn~nents  are cunentiy  fklding  the FORTEZLU
infraslructure.  The user  identification process must meet the  trust requirements for
these two cxnificare  classes EIS defined in the Certificate Policy. Trxsr  guidelines for
rqtsrration  w ill tx developed by the DoD  PU  Pqyam ftlanagemenr  Office, and
coordinated Department-wide as part of the Ccrtjficatc  Policy,
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